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Customer security:
a basic duty
for every third party
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“do” with data that, understandably,
makes users nervous.

Maximum security, minimum
disruption
John Buni of CleanCloud
argues that, both ethically and
commercially, cloud providers
must put customer security first

equal attention.
This question of privacy has particular
relevance to cloud computing. Ever
since Apple’s Steve Wozniak predicted “horrible problems in the next five
years”, special attention has been paid
to cloud security, specifically the ability of
cloud providers to guarantee users that
what they upload will not be disclosed
accidentally or deliberately. As with all
things digital, however, security can
rarely be “guaranteed”. What cloud businesses can do is manage expectations
and explain to their clients or customers
how they use their data. It is partly a lack
of information about what businesses
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My company, CleanCloud, has more
than 5,000 micro and small-business
users across 50 countries, so the issue
of security is very close to home. And,
like other cloud businesses, we simultaneously look to offer a maximum of
security with a minimum of disruption to
the main services for which our clients
pay. The approach we’ve taken is to
store our data in multiple centres across
the globe. If one server goes down, data
is backed up across all the others in real
time. This is a vastly superior alternative
to what happens in a legacy system. If
data in such a system is lost, you can’t
get it back. This alternative way of operating also ensures the smooth running of
the business even if a centre goes down,
which means a consistent service for
clients or customers.
To some, the loss of data to the void
isn’t as concerning a scenario as the loss
of data to the public realm, or the casual
access of data by the company and its
affiliates. But through tokenization

t

mong the many factors
that contributed to Red
October and the mass selloff of shares in Facebook,
Apple and the other FAANG companies
(namely, Amazon, Netflix and Google)
this November were growing concerns
about privacy. Over the past two years,
public opinion of the tech sector and its
high priests in Silicon Valley has changed
dramatically – something that won’t have
escaped the notice of anyone working
in tech today. Against a backdrop of
security breaches and allegations of data
misuse, polls started to paint a picture of
eroding faith.
But it would be a mistake to think
that only tech’s most influential and
important players have a responsibility to
keep their clients and customers safe or
– which is worse – that they’re the only
ones that won’t get away with it if they
don’t. Large or small, in either company
size or client or customer base, tech
companies have to treat security with
the appropriate level of seriousness.
Since GDPR, this has rightly been demanded of all businesses with access to
customer data. The ability of customers
to access that data has also been given

“If data in a
legacy system
is lost, you
can’t get it back.”
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and encryption, cloud companies
can make those outcomes extremely
unlikely. Military-grade encryption for
the data itself is the first line of defence;
this prevents accidental loss, alteration
or damage, but there are many cloud
services that don’t use it. The second is
to separate names, card numbers, addresses and other sensitive information
by attributing a token, rather than a username or personal detail, to each client
or customer. In doing this, you not only
make the loss of data extremely unlikely,
but you make the loss of enough data to
represent a serious problem even less
likely.
Those working within a business
will still have to access data in some
circumstances – technical support, for instance – which is why cloud companies
should implement consistent policies
around the handling and use of data,
in the physical and virtual environment
as well as the cloud one. Many larger
companies might look to hire a chief
data officer to be responsible for the
governance and management of data,
but those that don’t should introduce
controls that relate to everything from
access and distribution to retention and
deletion, and these should apply across
the business.

Test, audit, be alert

These measures alone will go a long
way to keeping data safe. But you can’t
truly know how secure your cloud
infrastructure and procedures are until
you test them. Cloud providers should
consider using automated security
assessment tools to test for weaknesses
in the system on a regular basis. And
every now and then, they might also run
more comprehensive, company-wide
security audits. Part of the reason for this
is that in the world of tech, things change
quickly. New vulnerabilities can suddenly
become apparent or security measures
out of date. So in addition to testing
what’s already in place, it’s necessary to
be alert to new or superior mechanisms
or infrastructure that could promise
even greater security to the user.
What’s worth remembering is that
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many cloud services offer more reliable
security than the client, customer or
user ever could. Many of our small-business clients at CleanCloud, for example,
simply couldn’t afford to implement a
system that manages their data in an
efficient way on their own, and wouldn’t
have the resources to manage that
system even if they did.
But this is not at all to say that those
who use cloud computing companies
should simply take the rough with the
smooth. The public’s waning trust in
tech is proof that security will not be
taken as a given, and it is up to individual tech companies to prove that they
approach the issue of privacy in the
right way. From a purely commercial
perspective, those organizations that
can promise their client or customer
that what they give over in personal
information will be protected against accident, guarded against theft and deleted
promptly upon their leaving will gain a
considerable advantage over their rivals.
For those in my line of work, prioritizing cloud security is not just the right
thing to do ethically, but the best thing
for the business commercially.
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“The public’s
waning trust in
tech is proof
that security will
not be taken
as a given.”

